








PGP INSTALLATION AND CONFIGURATION




















Installation of PGP on a windows-based system.

Step 1: Firstly, download the OPENPGP
Step 2: Run  [image: ] as administrator to begin with installation.
Step 3: During installation select all the options below.
	[image: ]

Creating Keys and configuration of your pgp account.
Step 4: Navigate to search for Kleopatra  [image: ]  
Step 5: Select new pair of key. Find the welcome page for Kleopatra
[image: ]
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Step 6: Provide your Full name and email to be used for secure communication 
[image: ]

Step 7: Proceed to Advanced settings and select 4096 bits 
[image: ]

Step 8: Provide a passphrase to protect your secret key
[image: ]

Step 9: Make backup of your key.
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Signing others to have secure communications.

Step 10: Copy your public key by right your name on Kleopatra, scroll to Export, save it, open and copy it.

[bookmark: _Hlk45008105]Step 11: Navigate to PGP.CIRCL to upload your previously copied public key and click on submit key. Paste and submit it.
[image: ]
To sign others, navigate to PGP.CIRCL provide full name of that particular individual or their domain.
[image: ]

Step 12: Click on keyID (4096R/6771BA62), copy the public key.

Step 13: Go back to Kleopatra and paste on notepad

[image: ] 




Step 14: Import Notepad 
[image: ]
Step 15: Verify that the person you are signing is who they are by the following listed suggestions.
[image: ]

Start signing and encrypting communication on your outlook.

Step 16: Open your outlook application, then proceed to new email. Under Message click [image: ]  to activate both signing and encrypting.
[image: ]

Step 17: Now, provide content to your email like you normally do then send and input your passphrase.

Note: Have the best and secure communications from on forward.
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Key Pair Creation Wizard

Choose Format
Please choose which type you want to reate.

= Create a personal OpenPGP key pair
OpenPGP key pairs are certified by confirming the fingerprint of the public key.

> Create a personal X.509 key pair and certification request
X.509 key pairs are certified by a certfication authority (CA). The generated request needs to be sent to a CA to fnalise creation.
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& Key Pair Creation Wizard

Enter Details

Please enter your personal details below.
on the Advanced Settings button.

Name: [[

EMail

I you want more control over the parameters, click

] (optional)

Next

Advanced Settings...

Cancel

] (optional) ‘
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® Advanced Settings - Kleopatra ?

Technical Details
Key Material

@ RsA 4096 bits ~

+RSA 4096 bits -

O psa 2048 bits (default)
+Elgamal 2048 bits (deraul)
O ECDSA/EdDSA |ed25518

+ECOH  [G25518

Certificate Usage

Signing Certification

Authentication

Encryption

Valid until: [07/07/2022 <

Cancel
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L Key Pair Creation Wizard

Key Pair Successfully Created
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Resut
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OpenPGPkeyserver

Search for an OpenPGP Public Key, ie Ox.

‘Advanced Options.
GIRGL provides an OpenPGP key server (o promole, in the publc interest, the use of encryption, for example in email
‘communication. Once uploaded, PGP keys and aforementioned packels are publicl accessibie.

Before submiting a public PGP key to the server, the subiter Is obiiged to check that any personal data inside the
public PGP key are meant to be made public and the submitter s allowed to upioad i, Once uploaded, due to the.
distributed and resilient nalure of the PGP network and 1o the securkty concen of PGP key deletion, it would involve a
disproportionate technical effor to delete o modify your PGP key on the server.

The submiter should specificaly vertfy that the name and sumame In the PGP key, the physical address and pictures (I
‘any) are allowed and intended 1o be made public. Any personal data you do not want o be made pubic, should be
removed. Please ote that the emall address Is the only mandatory fleld when uploading a PGP key.

For mre information on the processing of your personal data, we would like o refer you to our Privacy Notice
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Search results for 'org bw bocra’
Type bits/keyID Date User ID

pub 4096R/6771BA62 2019-05-16
Fingerprint=01D8 63F5 7499 13@C FA@9 B83BA 6891 4856 6771 BAG2
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 You have imported a new certificate (public key) - X

In order to mark the certificate s valid (green) it needs to be certified.
Certifying means that you check the Fingerprint.
° Some suggestions to do this are;
A phone call to the person.
Using a business card.
Confirming it on a trusted website.

Do you wish to start this process now?

[] Do not ask again
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£ gpg4win-3.1.11.exe
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8 Gpg4win Setup

Choose Components
Choose which features of Gpg#nin you want to nstall.

Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.

Select components to instal: PG

[¥] Kieopatra

¥IGra

[“pgoL

[l Gpgex

[¥] Browser integration

‘Space required: 101.6MB

Gpgdwin3,1.11
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™ Kieopatra
File View Certficates Tools Settings Window Help

Q 2

Inport... Export... Certfy... LookponServer... Notepad

Welcome to Kleopatra 3.1.8-gpg4win-3.1.10
Kieopatrais a ront-end for the crypto software GIuPG.
For most actons you need either a publc key (certficate) or your own private key.

The private key is needed to dearypt or sign.
The public key can be used by others to verify your dentty or encrypt to you.

You can leam more about this on Wikpedia.

=

request use “New Key Pair” from
the File’ Menu instead





